Module 6 PROTECTING COMPUTERS

Data encryption

1 % Describe this process diagram in about 150 words.

The diagram illustrates the process that is used to encrypt data. Summarise the information by selecting
and reporting the main features and make comparisons where relevant.

How data encryption works VV%WIE

Public-key encryption uses a combination of
cryptographic keys to keep your data safe

: [ ___J
r
Public-private key pair Key hand-out Encryption
Your computer owns two unigue It makes your public key freely When someone sends you a
cryptographic keys that are available to any other computer file, their computer encrypts it
mathematically related to each that wants to send a file to you. with a symmetric key, meaning it
other: one is public, while one is can only be opened with the
completely private. identical key.
Public key encryption File transfer Decryption step 1
Both the encrypted file and the e public-key Files encrypted with your public key can
key needed to decode it are placed encrypted file is sent only be decrypted by your private key; even
in a file and encrypted using the to your computer. if the message is intercepted by another
public key. computer that knows your public key, only

your computer can decrypt its contents.

Extraction Decryption step 2 File unlock
Your computer extracts the The computer decodes the file Voila! The contents of the file
encrypted file and the symmetric using the symmetric key. are now yours to view.

key needed to decode it.

This should be the structure of your text:

1 | Introduce the Paraphrase the description of the task.
diagram The diagram explains the way in which...

2 | Give an overview of | Make a comment on the number of stages in the process and how it begins and ends.
the main point/s Overall, there are... stages in the process, beginning with... and culminating/ending with...

3 | Give the details Describe the process diagram stage by stage.

Use time connectors: to begin, following this, next, then, after, after that, before,
subsequently, finally, etc.

Use the passive form:the focus is on the activities, not on the people doing
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